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As a registered South African entity the Alexander Forbes Beneficiary Fund (“the Fund”) is required to comply
with the Protection of Personal Information Act 4 of 2013 (POPIA).

The Fund is committed to privacy and the protection of all Personal Information (“PI”) for which it is responsible.
To assist the Fund to do so, and as is required in terms of POPIA, the Fund has appointed an Information
Officer (10”) and agreed the duties and responsibilities of the 10 as set out in the “Duties and responsibilities
of the Information Officer” document developed. This is a separate document and it should be referred to as
necessary. For easy reference, this document is included as Annexure B.

The Fund acknowledges that it is a Responsible Party in terms of POPIA. However, it makes use of Operators
(service providers) in order to process its Pl. The Fund will ensure that written contracts between the Fund and
its appointed Operator/s are affected and specifically:

e Authorise the processing of PI,

e Require that all Pl which comes to the knowledge of the Operator is treated as confidential and shall not
be disclosed unless required by law or in the course of the proper performance of its duties,

e Require that the Operator establish and maintain security safeguards as envisaged in Section 19 of
POPIA,

e Require the Operator to immediately notify the Fund where there are reasonable grounds to believe that
Pl has been accessed or acquired by any unauthorised person,

e Require the Operator to assist the Fund in meeting its obligations in terms of POPIA.

The Fund will establish measures to adhere to any codes of conduct or industry regulations that are applicable.
In the event of any conflict, the Pension Funds Act No. 24 of 1956 and the rules of the Fund will take
precedence over this Policy.

The Fund recognises that privacy and data protection is an infinite journey and there is no absolute compliance
destination. The Fund will continually strive for compliance. Striving for compliance aligns to the principles of
Treating Customers Fairly (“TCF”) and will be embedded in the culture of the Fund in the same way as TCF.

To this end, whilst not a POPIA requirement, it is widely recognised that privacy “by design and by default” is
leading international practice and the Fund will require that any new initiatives, activities or products consider
data protection and privacy requirements during the assessment phase of such activities to ensure that any
mandatory compliance requirements, security or privacy controls, or other measures to reduce risk to Pl are
implemented.

The purpose of this Privacy Policy (“this Policy”) is to establish a compliance framework to govern the
information handling practices for all Pl that is collected or otherwise processed by, or on behalf of, the Fund
to achieve its objectives.

Appropriate governance, management and oversight activities will be established to ensure that suitable
measures, controls and standards are implemented to enable privacy and data protection.

This Policy aims to uphold the rights of Data Subjects, comply with applicable data protection laws and align
to international best practice standards.

While this Policy is largely aligned to the requirements of POPIA, international best practices have also been
considered. In the event of any ambiguity in interpretation, POPIA will take precedence over any other source.
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The Board of trustees of the Fund (“the Board”) and officers of the Fund agree to be bound by this Policy, and
as applicable, it extends to any service providers, contractors or third parties involved in the processing of Pl
on behalf of the Fund.

The Fund, as Responsible Party, is accountable for ensuring that the conditions for lawful processing and the
measures implemented to give effect to these conditions are complied with, at the time of determining the
purpose and means of processing, and during the processing itself. Certain measures have been included in
this Policy.

This Policy aligns to the headings and follows the same order that the conditions are listed in POPIA:
a) “Accountability”, as referred to in section 8;

b) “Processing limitation”, as referred to in sections 9 to 12;

c) “Purpose specification”, as referred to in sections 13 and 14;
d) “Further processing limitation”, as referred to in section 15;
e) “Information quality”, as referred to in section 16;

f)  “Openness”, as referred to in sections 17 and 18;

g) “Security safeguards”, as referred to in sections 19 to 22; and

h)  “Data Subject participation”, as referred to in sections 23 to 25.

3.1 Processing Limitation

The Fund is established and registered as a “pension fund organisation” in terms of the Pension Funds
Act 24 of 1956, as amended (“the Act”) with the specific object to receive, administer invest and pay
benefits which have become payable on the death of members of a retirement fund (“Transferor Funds”)
in terms of Section 37C of the Pension Funds Act and employer purchased group life insurance policies
(unapproved benefits), as detailed in the registered rules of the Fund.

The Transferor Fund is a primary source of information related to new entrants in the Fund. The
Transferor Fund provides Pl of the deceased members, guardians, beneficiaries and caregivers. Once
the Transferor Fund gives over the Pl to the Fund, they no longer own the Pl and the Fund becomes
the sole Responsible Party in respect of processing Pl of beneficiaries, guardians and caregivers.

Should the Transferor Fund wish to receive Pl of beneficiaries, guardians and caregivers from the Fund,
a POPIA Indemnity Agreement has to be concluded between the Transferor Fund and the Fund.

Following from the above, the Fund records that it collects and processes PI:
1. In compliance with obligations imposed by law,

2. To protect the legitimate interests of Data Subjects as beneficiaries, guardians/caregivers,
3. Asis necessary to pursue the legitimate interests of the Fund in meeting its objectives.
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3.2

The Fund is committed to doing so lawfully and in a reasonable way that does not infringe on the privacy
rights of its Data Subjects. The Fund is further committed to:

a. Uphold, as far as is reasonably possible, the principle of minimality — where only adequate, relevant,
and necessary data and/or information which is not excessive is processed to achieve the purpose.
b. Develop and communicate processes, including using the forms developed for this purpose by the
Information Regulator (“IR”), to enable Data Subjects to:
— Request access to their PI
— Object, where reasonable and lawful, to the processing of their Personal Information,
— Request that their Pl be updated or corrected, and
— Request and facilitate, where legally feasible, the deletion or destruction of Pl or restrict
processing and access to the PI.

Purpose Specification
The Fund will establish measures to:

a. Ensure Plis only used for the purpose/s for which it is collected.

b. Notify Data Subjects of the purposes for which the Fund collects and processes their Personal
Information, both at the point of collection and during their Fund membership journey. By way of
example, the Fund has developed a Privacy Statement that is made available to all new entrants,
is included in the New Money Pack issued to all beneficiaries, guardians/caregivers.

The Fund will keep PI for the time period necessary to comply with the registered rules of the Fund and
all relevant laws. It may be necessary to retain some Pl beyond this time if the Data Subjects have
consented to the Fund keeping the information, or if required for historical, statistical or research
purposes if appropriate safeguards are in place.

If the Fund must keep information for longer periods than set out above (for example if it cannot be
safely destroyed), the Fund will only process it for purposes of storage or for purposes of proof. The
Fund will also restrict access and processing of such information.

Data Subjects may request that the Fund delete their personal information in its possession or under
the Fund’s control. The Data Subject may also request the Fund to destroy or delete a record of personal
information that it is no longer authorised to retain.

The Fund is required, in terms of Section 14 (1) of POPIA, to ensure that Pl is not retained any longer
than is necessary to achieve the purpose for which the information was collected and processed or as
otherwise permitted in law, or by way of contractual agreement (and other exceptions listed in Section
14). In addition to PI, the Fund has developed and maintains its own public and internal documents and
records.

Section 14(5) of POPIA requires that Pl under the Fund’s control be destroyed or deleted in a manner
that prevents its reconstruction in an intelligible form. Whilst POPIA has placed this obligation on the
Fund, it does not prescribe or provide any guidelines on how PI should be deleted or destroyed.

The Board has, therefore, developed a procedural policy to confirm the Fund’'s documents and records
lifecycle, and more specifically its storage, retention and deletion register. This register is Annexure C
to this policy and references the records listed in the manual prepared in terms of the Promotion of
Access to Information Act No 2 of 2000 (“PAIA”) and this manual should be consulted as necessary.

The Fund has contracted with a number of Operators (third party service providers), including a licensed
administrator, based on their skills and ability to render specified services to the Fund. This procedural
policy recognises that these Operators maintain appropriate record management policies. Therefore,
this procedural policy will not in any way impact these record management policies, with the exception
of the storage, retention and deletion register attached as Annexure C to this Policy. As necessary,
relevant Operators will be instructed to, as a minimum, comply with the content of the register.
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This procedural policy recognises that the Board and officers of the Fund are accountable for and
required to adhere to the principles established in respect of confidential information and Pl within their
control. The Board has committed, in terms of its Code of Conduct to protect and safeguard confidential
information and Pl and to adhere to the contents of this procedural policy in relation to the storage,
retention, deletion/ destruction measures adopted.

In terms of this procedural policy:
1. Format of documents and records

It is recognised that documents and records can either be in electronic or physical format:

Physical - original paper copies, printouts or any format which can be read without the use
of a computer device.
Electronic — recorded in a manner that requires a computer or electronic device to display,
interpret and process.

This procedural policy applies to physical and electronic records, including but not limited to:

e typed, or printed hardcopy paper documents;

e electronic records and documents (for example, email, Web files, text files, PDF files);
e video or digital images;

graphic representations;

electronically stored information contained on network servers and/or documents;
management systems; and

e recorded audio material (for example, voicemail, voice recordings).

2. Classification of documents and records

Documents and records are classified to determine the storage and retention security safeguards
to be applied - as required in terms of Section 19 of POPIA (requires the Fund to secure the integrity
and confidentiality of personal information in its possession or under its control by taking
appropriate, reasonable technical and organisational measures to prevent loss of, damage to or
unauthorised destruction of personal information).

The classification to apply is detailed below, with the exception of public documents/records, this
list of examples is not exhaustive:

Public Registered rules Required to be submitted to the Financial
Audited annual financial | Sector Conduct  Authority and in
statements consequence is available to the general

public.
Submitted to the IR and in consequence is
PAIA Manual open for inspection.
Internal Agendas for, and minutes | All internal documents and records are

of, Board meetings held
Governance policies,
procedures, practice notes,
and registers

confidential.

Access to confidential information could
pose a high risk to the Fund from a

Communication to | regulatory perspective, but only a moderate
stakeholders risk from an operations perspective.
Correspondence with

stakeholders, the Financial
Sector Conduct Authority or
any regulatory body

As such, reasonable security safeguards
are to be employed in the storage and
retention of internal information.
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3.

e Contracts with  service
providers
e Documents related to

litigation matters

Confidential

Classification
level
Sensitive

Personal Information as defined
in POPIA

Examples

Special Personal Information as
defined in POPIA (for example,
health data, race, religion,
banking details, etc.)

Access to confidential information could
pose a high risk to the Fund from a
regulatory perspective, but only a moderate
risk from an operations perspective.

Reasonable security safeguards are to be
employed in the storage and retention of
confidential information.

All Personal Information is confidential.
Guidance

Sensitive documents and records, if
disclosed, destroyed, or altered
inappropriately could pose a significant risk
to the Fund from a regulatory or operations
perspective.

Far more rigorous security safeguards must
be applied in the storage and retention of
sensitive information.

All Special Personal Information is sensitive.

Lifecycle of documents and records

The lifecycle extends to the collection, creation, processing, storage, access, use, disclosure (or
communication, transmission, sharing, retention, archiving, deletion and destruction of documents

and records.
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Principles regarding the lifecycle of documents and records
The Board and Fund officers will implement the following regarding documents and records:

e  When requested from Operators, must contain the minimum amount of content necessary to
allow a decision to be taken,

e May only be used for the purpose intended and that which is not used will not be retained or
stored and must be returned to the Information Officer for deletion and destruction, or
deleted/destroyed as instructed by the Information Officer,

e Must always be safely secured and stored in such a way as to maintain the integrity of the
content,

e May not be shared, communicated or transmitted, unless authorised, in writing, by the Board,

e Only the “final” draft will be stored and retained, and

e  Will not be duplicated or retained indefinitely, unless authorised by the Information Officer.

When a Board member and/or Fund officer leaves office:

e  All paper documents and records must be returned to the Information Officer for deletion and
destruction. The Information Officer will determine the recycling approach, if any, to apply.

e Electronic documents and data retained on computers and devices must be appropriately
deleted to ensure that content cannot be reconstructed in intelligible form and a contractual
undertaking in this regard will be required.
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3.3

3.4

3.5

6. Data storage, retention, deletion and/or destruction
The Board and Fund officers direct that the documents and records listed in Annexure C:

e Must be stored in accordance with the security and safeguarding classification indicated. A
contractual undertaking in this regard will be required,

° Must be retained for at least the minimum period indicated,

e  Mustbe deleted and/or destroyed as stipulated and in accordance with the provisions of clause
5 above, provided that the Information Officer may agree with a relevant Operator that the
Operator will delete and/or destroy the documents and/or records. A contractual undertaking
in this regard will be required.

Further Processing

The Fund will adopt measures to ensure that any additional processing of Pl by the Fund is compatible
with the original purpose/s for which it was collected. The Fund will contract with its service providers to
require that any additional processing of Pl is compatible with the original purpose/s for which it was
collected.

The Fund considers the following processing to be compatible with the original purpose/s:

a. In compliance with the FSCA’s “fit and proper” requirements/assessments applicable to Trustees.

b. In compliance with applicable laws, including the Income Tax Act, provided that suitable security
safeguards are in place.

c. For the conduct of any proceedings in court or a tribunal.

b. Where Pl has been de-identified and cannot be linked back to a Data Subject.

Information Quality

The Fund will adopt measures to ensure that Pl processed is updated to be accurate, complete and not
misleading. As necessary, the Fund will:

1. Engage with the Transferor Fund, as the primary sources of information, to assist in ensuring that
Pl processed is accurate, complete, and not misleading, and

2. Contract with its service providers to require that processes be established so that Pl processed is
updated to be accurate, complete and not misleading. This may include making mechanisms
available to Data Subjects to access and update their own information.

Openness

The Fund will include in its Communication Policy and plan, communication to specifically notify
beneficiaries and/or guardians/caregivers of their rights in terms of POPIA, that they are able to lodge a
complaint with the IR and the contact details of the IR.

As the Fund contracts with a number of third parties, the Fund will include in its communication to
beneficiaries and/or guardians/caregivers a list of third parties who have access to beneficiaries’ and/or
guardians’/caregivers’ Pl and the reasons for such access.

Where the Fund, as Responsible Party, is implicated in a complaint, the following will apply:

a) The IO will circulate, for information purposes, a copy of the complaint to the Board within 5 working
days of receipt of the notification from the IR,

b) The IO will engage with the office of the IR as set out in the “Roles and responsibilities of Information
Officer” document,

c) As necessary, the 10 will request the Board’s assistance in the complaint resolution process, and

d) Whereitis necessary to engage experts and/or service providers to assist in the complaints resolution
process, obtain engagement authorisation from the Board in accordance with agreed procurement and
expense policies applicable.
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3.6

The 10 is required to complete the Complaints Register attached as Annexure D, include the register at
each formal meeting and report to the Board on recommendations in improving processes, measures,
controls and standards applicable to minimise/better manage a reoccurrence of the complaint.

Breach management protocols

Where the Fund becomes aware of, or where there are reasonable grounds to believe that sensitive or
confidential information has been unlawfully accessed, or processed, or acquired by an unauthorised
person (“an information breach” or “compromise”), the Fund is required to notify the IR and the Data
Subjects affected:

1. As soon as reasonably possible after the compromise, and
Such notification must include the following:
¢ information about the compromise (as much detail as possible about the how and what),
e the consequences and dangers of the compromise,
o the measures taken/to be taken to remediate the compromise,
e recommendations on what the Data Subjects can do to protect themselves, and
o the identity of the perpetrator (if known).

To comply, with its reporting requirements to the IR, its obligations to notify Data Subjects and to develop
management/mitigation strategies, the Fund will follow the process below should an information breach
occur:

Investigation

assess the and root cause

analysis

severity level

Identifying the breach incident

An information breach might occur in several ways, such as:

e  Email sent to incorrect third party.

o Loss of papers containing sensitive or confidential information.

e Loss of electronic device (for example, a phone or laptop) containing sensitive or confidential
information.

e  Acyber-attack (a hack) on systems containing Pl or Fund data.

e Unauthorised sharing of information by a third party or a cyber-attack on a third party who has
received or has control over Pl or Fund data.

Assessing the severity of the breach

The assessment criteria to be used will depend on the cause and consequences of the compromise.

The following criteria should assist in determining the severity and impact of the compromise, this list is
not exhaustive:

1. The number of Data Subjects impacted,
The content of the sensitive or confidential information/data compromised, for example ID number,
bank account details, personal health information, child information, etc, to assess how this could
be used to prejudice the Data Subject,

3. Likely prejudice or impact to the Data Subjects, including the Fund,

Likely financial loss that the Fund could be exposed to, including any fines that may be imposed

5. Reputational damage to Fund.

B
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The 10 will assign the following severity level based on his/her assessment criteria, with the assessment
indicated being an illustration:

Severity

Assessment

Rating

Very few Data Subjects involved, data compromised minimal and does not include
Sensitive Personal Information or child information, no risk of loss to Fund and
Data Subjects

More Data Subjects involved, more data compromised but does not include
Sensitive Personal Information or child information, low risk of loss to Fund and
Data Subjects

More data compromised or includes Special Pl/child information. Medium risk of
loss to Fund and/or prejudice to Data Subjects but no reputational risk to Fund
Many Data Subjects involved; extensive data breach includes Special Pl/child
information. High risk of loss to Fund and/or prejudice to Data Subjects and
reputational risk

Limited

Severe

Investigating the breach

When the |0 has been advised of an actual compromise or where there is reason to believe a
compromise has occurred, the 10 will respond at the earliest opportunity by identifying the breach
incident/likely breach incident, investigating the root cause of the compromise and determining:

The severity of the breach,

The various remediation measures available,

The most appropriate remediation response given the nature of the compromise,

The potential costs of remediation and communication,

What measures Data Subjects could take to protect themselves and, as applicable, how the Fund
would be able to assist,

Whether any external professional expertise is required to investigate, manage and resolve the
compromise.

aorON=

o

The 10 will prepare a report detailing the outcome of the investigation, the root cause, the severity
assessment and his/her recommendations regarding appropriate management, remediation and
resolution measures for the Board to consider. This report must remind the Board of the notification
requirements.

On receipt of the report, the Chairperson of the Fund will advise the Board to initiate the communication
response to stakeholders including the IR. The Chairperson is to ensure that the Board understands
that:

e This notification must be made as soon as reasonably possible after the discovery of the
compromise, in line with the Fund’s Communication Policy and Strategy and Communication Plan,
and considering the legitimate needs of law enforcement.

e The Fund will need to delay notification to Data Subjects and other stakeholders, excluding the IR,
if a public body responsible for the prevention, detection or investigation of offences or the IR
determines that notification will impede a criminal investigation by the public body concerned.

¢ The IR may direct the Fund to publicise, in any manner specified, the facts of any compromise to
the integrity or confidentiality of Pl in circumstances where the IR has reasonable grounds to believe
that such publicity would protect a Data Subject who may be affected by the compromise.
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3.7

Breach reporting

The Information Officer will complete the breach register following every compromise investigation and
report issued.

The Fund’s breach register is attached as Annexure E.
Data Subject Participation

Access to, and correction or updating of Pl

The Fund has developed a manual in terms of Sections 14 and 51 of PAIA. The Fund has directed the
IO to update the manual to include POPIA provisions and to maintain this manual. This is a separate
document and should be referred to as necessary.

The Fund will establish appropriate channels and mechanisms so that Data Subjects can access and
correct or update their PI that is inaccurate, irrelevant, excessive, out of date, incomplete, misleading or
obtained unlawfully, or exercise any rights that they have under POPIA, provided that:

- Anindividual’s identity must be suitably established before granting access to Pl related to them.
- If a third party wishes to gain access to PI, they must provide the consent of that Data Subject, a
court order, or otherwise have a legitimate and lawful requirement for obtaining such information.

The Fund reserves the right to reject requests that do not adhere to these requirements and/or refuse
requests as provided for in Chapter 4 Part 2 and Chapter 4 Part 3 of PAIA.

As necessary, the Fund will:

1.  Engage with the Transferor Fund/s, as the primary source of information, to assist Data Subjects
with requests to correct or update their PI, and

2. Contract with its service providers to require that processes be established to assist Data Subjects
with requests to:

(a) access Plthatis related to them and readily accessible or where the Data Subject has provided
consent to a third party granting such access (for example where a financial adviser is given
consent to access his/her client’s information).

(b) correct or update their PI. This may include making mechanisms available to Data Subjects to
access and update their own information.

It is specifically recorded that all requests for Pl in terms of a court order or as enabled by PAIA, and
detailed in the PAIA Manual, are to be directed to the Information Officer. The Information Officer is
tasked with the necessary oversight in arranging access to the information or directly responding where
access is refused. The IO will on a quarterly basis report to the Board on requests received by
completing the register indicating the request, reasons for request and response provided. The register
is attached as Annexure F.
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3.8

3.9

3.10

3.1

Requests objecting to processing or for deletion of Pl

All requests objecting to the processing of Pl or for the deletion of PI must be completed using the Forms
indicated below and directed to the 10:

1. A Data Subject who wishes to object to the processing of Personal Information must submit the
objection using Form 1 attached as Annexure G.

2. A Data Subject who wishes to request the deletion of Personal Information must submit the request
using Form 2 attached as Annexure H.

The 10O will assist, free of charge, the Data Subject in completing requests and responding to such
requests.

The 10 will on a quarterly basis report to the Board on requests received by completing the registers
indicating the request, reasons for request and response to the Data Subject. These registers are
attached as Annexure | and Annexure J respectively.

Special Personal Information

Whenever categories of Special Personal Information (for example, race, medical / health data,
children’s information, etc.) are processed, the Fund will apply more stringent security controls,
particularly if disclosure or unauthorised access to this data may cause damage or distress to a Data
Subject.

Further:

a. As far as possible and practical, the Fund will keep records of access to all special personal
information.

b. If processing of special personal information is for historical, statistical or research purposes or
mandated by law (for example, in the disposition of death benefits in terms of section 37C of the
Act), consent does not need to be obtained, but for any other purposes related to special personal
information, the Fund will collect and maintain records of explicit consent in this regard.

Direct Marketing

The Fund will not sell Pl to any external third parties to use for their own marketing purposes by means
of any form of electronic communication, including by way of automatic calling machines, facsimile
machines, SMSs or e-mails.

The Fund and Alexander Forbes may partner to provide information to employers and members about
services and products offered by the AF Group linked to the financial well-being of participating
employers and members.

Automated Decision Making

The Fund does not engage in any decision which results in legal consequences for Data Subjects, or
which affects Data Subjects to a substantial degree, and which is based solely on the automated
processing of Personal Information intended to provide a profile of the Data Subjects including the Date
Subject’'s performance at work, or the Data Subject’s credit worthiness, reliability, location, health,
personal preferences or conduct. algorithms or profiling which may have a significant impact on a Data
Subject. The Fund will therefore not subject any Data Subject to a decision based purely on automated
decision making.

Transborder Information Flows
The Fund adheres to the requirements stipulated in POPIA for the transmission of Personal Information

about a Data Subject across international borders, where this is a requirement.
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3.12

3.13

Regulatory Authorisation

The Fund does not perform any activities that require prior authorisation from the IR. The Fund'’s
Information Officer will monitor the Fund’s operations and request such authorisation from the IR should
it be required.

Personal Information Impact Assessment

The Information Officer of the Fund is required to ensure that a Personal Information Impact Assessment
(PIIA) is undertaken by the Fund, the purpose being to ensure that adequate measures and standards
exist in order to comply with the conditions for the lawful processing of Personal Information.

The IR has not provided detailed guidelines on performing PlIAs, nonetheless, the Fund understands
that it must consider the impact that its information processing activities will have on Pl in general, and
the risks to such information. Accordingly, the Fund has developed a PIIA framework that will allow an
initial assessment of its compliance, and thereafter, as its understanding of the data protection and
privacy environment grows, will also enable a more rigorous assessment of risk.

Objective

The Fund has prepared a PIIA to assist the Fund in identifying where the Fund risks non-compliance
with the conditions for lawful processing and the high risk processing activities that the Fund engages
in, especially those which may negatively impact the rights of Data Subjects. The Fund will use the
outcome of its PIIA to implement suitable controls to minimise the areas of risk as far as reasonably
possible.

Frequency

The Fund will review its PIIA as necessary, but at least annually, or in response to any changes to
regulations, in line with any guidelines issued, and other changes, for example, to the Fund’s information
processing operations, service providers, technology, market changes which may affect the Fund, etc.

PIIA Process
1. Identify risks
The Fund will:

a. Determine the categories of risk it wishes to evaluate itself against, at a minimum to include
the conditions for lawful processing of Pl to establish a baseline level of compliance, but, may
add others as appropriate to the specific needs of the Fund or its information processing
practices.

b. Intime, the Fund may follow a more rigorous approach by assessing risk at a deeper level by
completing the Personal Information Inventory and assessing risk per record of Personal
Information. At a minimum, the Inventory is aligned to the records listed in the Fund’s PAIA
Manual.

2. Evaluate risks:

The Fund will:

o

For each of the risks identified in the first step, determine the level of risk (risk rating) per item.
b. This is done by considering the likelihood that a risk will occur, as well as the impact (or likely
harm) that it will have on the Fund or on the Personal Information processed by the Fund.

c. Arisk matrix is then used to determine the risk rating.
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Likelihood of occurrence

Impact on the fund Er:?ltgly Unlikely | Likely ::'IE‘:I;}'
1 2 3 4

Marginal 1

Limited 2

Catastrophic 4 _

In this way, the Fund will have an indication of the areas on which it needs to focus its immediate
attention. In this context, a risk is an indicator of where something could go wrong, not necessarily
where an incident has already occurred.

3. Treatrisks:

The Fund will prioritise and address risks according to the following guidelines:

Risk Rating Action

Start corrective action immediately, to be addressed
within next 3 months.

e Monitor closely to verify success.

e Consider stopping the activity where appropriate/
practical to do so.

e Start corrective action within the next 3 months, to be
resolved within the next 6 months.

e Monitor to verify success.

e Take action in line with operational requirements, or

review action to be taken within 6-months.

Moderate

e Housekeeping activity / low risk. Low priority for action.

The Fund will periodically monitor and review all risks, even the low rated ones, to ensure that if
any changes impact the Fund, they do not also change the identified risk ratings.

The PIIA framework is attached to this Policy as Annexure K.

4. Fund Governance Framework and Policies

The Fund has an established broader governance environment and maintains specific policies to record
the principles of good governance that are aspired to and applied in respect of, and on behalf of, the
Fund. The Board will review all other governance policies to assess whether any amendments are
required to either ensure compliance with POPIA or record its aspirational principles in its compliance
journey.
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This Policy is hereby adopted by the Board of Trustees of the Alexander Forbes Beneficiary Fund

Signed by:Reuven Signed by:Lavinia Khangala Signed by:susan mercer
Signed at:2022-08-25 09:25:52 +02:00 Signed at:2022-08-26 14:16:17 +02:00 Signed at:2022-08-26 14:17:48 +02:00
Reason:Witnessing Reuven Reason:Witnessing Lavinia Khangala Reason:Witnessing susan mercer
Rewen Coenen Laviva k@m Susan Mecet
Chairman/Trustee Principal Officer Internal Trustee
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Biometrics

A technique of personal identification that is based on physical,
physiological or behavioural characteristics including blood type,
fingerprints, DNA analysis, retinal or iris scanning, and voice recognition.

Breach -- A confirmed incident in which personal information was compromised, lost,
destroyed, altered, and/or exposed to or processed by unauthorised
individuals or entities, and which requires notification procedures in terms
of our contractual obligations and/or POPIA.

Child -- A person under the age of 18 years who is not legally competent to take

any action or decision in respect of him- or herself without the assistance
or consent of a parent, guardian or similar competent person.

Confidentiality

The information security principle that information is not made available or
disclosed to unauthorised individuals or entities.

Consent -- Any voluntary, specific and informed expression of will in terms of which
permission is given for the processing of personal information.
Control -- A measure put in place to manage risk.

Data Subject

A natural person (individual) or juristic person (legal entity) to whom
personal information relates or who can be identified by such information.

De-identify -- Delete or destroy personal information that identifies a Data Subject, can
be used or manipulated to identify them, or that can be linked to other
information that identifies them.

Direct -- To approach a Data Subject (in person, by mail, or by electronic

marketing communication) for the purpose of promoting or offering to supply goods or

services, or to request a donation of any kind for any reason.

Effective date

The date from which this policy becomes implementable and enforceable.

Guidelines

Information or advice on how to act or the controls that should be used in
a specific scenario or situation, covering recommendations or best practice
to provide additional detail or further context. Guidelines are typically
recommended but not mandatory.

Incident

An identified occurrence of an adverse event, indicating a breach of policy,
control failure, or previously unknown situation that may have an impact on
the privacy or data protection responsibilities of the organisation. Some
incidents may become breaches once confirmed or investigated.

Information
Officer

An individual contemplated by POPIA and PAIA who is responsible for
implementing and overseeing measures to give effect to the conditions for
the lawful processing of personal information, and ensuring that the
organisation complies with its obligations in terms of POPIA and PAIA.

Information
Regulator

The regulatory body established by section 39 of POPIA, and who has
oversight and authority over POPIA and PAIA.

Integrity

The information security principle that describes the accuracy and
completeness of information, and the assurance that it is not compromised
by unauthorised modification.

Minimality

The use of only the smallest subset of personal information needed to
perform and activity, fulfil a duty, or achieve a purpose related to its
collection.

Operator

A person who processes personal information for a responsible party in
terms of a contract or mandate, without coming under the direct authority
of that party, i.e. a person or organisation that is a separate legal entity to
the Fund.




- PAIA The Promotion of Access to Information Act 2 of 2000, as amended, and
its Regulations.

Personal Pl As defined by POPIA, personal information is information relating to an

Information identifiable, living, natural person, and where it is applicable, an identifiable,
existing juristic person, including, but not limited to—
(a) information relating to the race, gender, sex, pregnancy, marital status,
national, ethnic or social origin, colour, sexual orientation, age, physical or
mental health, well-being, disability, religion, conscience, belief, culture,
language and birth of the person,
(b) information relating to the education or the medical, financial, criminal
or employment history of the person,
(c) any identifying number, symbol, e-mail address, physical address,
telephone number, location information, online identifier or other particular
assignment to the person,
(d) the biometric information of the person,
(e) the personal opinions, views or preferences of the person,
(f) correspondence sent by the person that is implicitly or explicitly of a
private or confidential nature or further correspondence that would reveal
the contents of the original correspondence,
(g) the views or opinions of another individual about the person, and
(h) the name of the person if it appears with other personal information
relating to the person or if the disclosure of the name itself would reveal
information about the person.

Processing -- Any operation or activity or any set of operations, whether or not by
automatic means, concerning personal information, including—
(a) the collection, receipt, recording, organisation, collation, storage,
updating or modification, retrieval, alteration, consultation or use,
(b) dissemination by means of transmission, distribution or making
available in any other form, or
(c) merging, linking, as well as restriction, degradation, erasure or
destruction of information.

Public body Means-

a) any department of state or administration in the national or provincial
sphere of government or any municipality in the local sphere of
government; or

b) any other functionary or institution when—

(i) exercising a power or performing a duty in terms of the
Constitution or a provincial constitution; or
exercising a public power or performing a public function in terms of any
legislation.
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Record

Any recorded information—
(a) regardless of form or medium, including any of the following:
(i) Writing on any material,
(ii) information produced, recorded or stored by means of any tape-
recorder, computer equipment, whether hardware or software or both, or
other device, and any material subsequently derived from information so
produced, recorded or stored,
(iii) label, marking or other writing that identifies or describes anything of
which it forms part, or to which it is attached by any means,
(iv) book, map, plan, graph or drawing,
(v) photograph, film, negative, tape or other device in which one or more
visual images are embodied so as to be capable, with or without the aid of
some other equipment, of being reproduced.
(b) in the possession or under the control of a responsible party
(c) whether or not it was created by a responsible party, and

(ii) (d) regardless of when it came into existence.

Responsible
Party

A public or private body who alone, or in conjunction with others,
determines the purpose of and means for processing personal information.

Restriction

To withhold from circulation, use or publication and personal information,
but not to delete or destroy such information.

Risk

A measure of the extent to which personal data and information is
threatened by a potential event, circumstance or occurrence.

Special
personal
information

As defined by POPIA, more sensitive categories of personal information
which may not be processed unless certain conditions are met and/or
more stringent security controls are applied, including:

a) religious or philosophical beliefs,

b) race or ethnic origin,

c) trade union membership,

d) political persuasion,

e) health or sex life,

f) biometric information,

(g) the criminal behaviour of a Data Subject to the extent that such
information relates to the alleged commission by a Data Subject of any
offence, or any proceedings in respect of any offence allegedly committed
by a Data Subject or the disposal of such proceedings, and

(h) the personal information of children.

~ o~ o~~~ o~

Standards

A document that provides specific and more detailed mandatory controls
that help to enforce and support policies, establishing the minimum
requirements necessary to drive consistent embedding and behaviour.
Standards may be based on external best or acceptable practice or an
internal view of minimum requirements.

Third party
service
provider

See definition for “Operator”.
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PEOPLE WHO

EVERY DAY

ALEXANDER FORBES BENEFICIARY FUND
PRIVACY STATEMENT

Date from which this privacy statement applies: 1 July 2021

Purpose of this privacy statement

This privacy statement sets out how the Alexander Forbes Beneficiary Fund (“the Fund”) collects, uses and
protects the personal information of deceased members, beneficiaries and/or guardians/caregivers to comply with
the requirements of the Protection of Personal Information Act 4 of 2013 (“POPIA”). This privacy statement also
informs beneficiaries and/or guardians/caregivers of their rights in terms of POPIA.

Collection and Use of Personal Information

Personal information is defined in POPIA as information relating to an identifiable, living natural person, and where
it is applicable, an identifiable, existing juristic person. We “process” beneficiaries’ and/or guardians’/caregivers’
personal information if we collect, use, store, make available, destroy, update, disclose, receive or otherwise deal
with that personal information.

The main purpose of the Fund is, on behalf of beneficiaries, to receive, administer, invest and pay benefits that
have become payable on the death of members of a retirement fund (“transferor funds”) in terms of section 37C
of the Pension Funds Act and employer purchased group life insurance policies (unapproved benefits), as detailed
in the registered rules of the Fund.

The personal information that we collect and process is used mostly for this reason. The Fund must also collect
and process information to comply with the laws of South Africa.



What personal information do we collect?

We may collect personal information including beneficiaries’ and/or guardians’/caregivers’ names, gender,
surnames, language, identity and/or passport numbers, contact details, nationalities, employment status,
information about beneficiaries (special personal information), demographic information (e.g. ages, races),
financial information including bank account details, tax information, records of claims, and in some cases,
beneficiaries’ and/or guardians’/caregivers’ financial, health or medical information, including disability status
(special personal information), and biometric information such as fingerprints and voice recordings (where
necessary).

How we use beneficiaries’ and/or guardians’/caregivers’ personal information?

Beneficiaries’ and/or guardians’/caregivers’ information is collected and used, for example, to provide Fund
benefits, keep records updated, make payments, contact and communicate with them, and comply with the laws
of South Africa.

We may further process beneficiaries’ and/or guardians’/caregivers’ information if it is compatible with the purpose
for which it was collected, for instance, to conduct statistical and other audits, operational, legal and record keeping
requirements or to trace beneficiaries and/or guardians/caregivers through a tracing agent if they are
uncontactable and/or to comply with any regulation or conduct standard relating to unclaimed assets.

Source and disclosure of personal information

We receive beneficiaries’ and/or guardians’/caregivers’ personal information directly from the transferor fund
(employer or retirement fund of deceased members of that fund), and we provide it to our appointed service
providers so that they can provide the services agreed to in terms of formally signed agreements.

In terms of our formal signed agreements, we require all service providers to only use the information for the
required purpose and to handle beneficiaries’ and/or guardians’/caregivers’ personal information appropriately and
securely and to comply with all relevant laws.

We confirm that:

e The Fund does not and will not sell personal information or provide beneficiaries’ and/or guardians’/caregivers’
information to any third parties to use for their own marketing purposes and unsolicited electronic
communication.

e It may be necessary for us to provide beneficiaries’ and/or guardians’/caregivers’ information to comply with
the laws of South Africa or a court order. We only provide such information where there is a legal basis for
doing so.

Protection and Security of Personal Information

We take the security of beneficiaries’ and/or guardians’/caregivers’ information very seriously, and have
implemented reasonable technical and operational measures to protect beneficiaries’ and/or
guardians’/caregivers’ information from loss, misuse, unauthorised access, disclosure, alteration and destruction,
and ensure that all our service providers do so too.



Accuracy of Personal Information

We take reasonable steps to keep personal information up to date. Beneficiaries and/or guardians or caregivers
may request us to correct personal information in our possession or under our control that is inaccurate, irrelevant,
excessive, out of date, incomplete, misleading or obtained unlawfully.

We will as soon as reasonably practicably correct such personal information unless we are required or entitled
under applicable laws to keep the incorrect information and we will inform you that we have done so.

If you would like to correct or update any information, please contact our administrator at
Telephone: 0860 004 146, Fax: 011 669 2637
Email Address: AFBF@aforbes.com

or contact our Information Officer at AFFundlO@aforbes.com.
Right to object to the processing of personal information

Beneficiaries and/or guardians/caregivers may object at any time to the processing of their personal information
on reasonable grounds relating to their situation, unless applicable law provides for such processing.

Beneficiaries and/or guardians/caregivers may also object at any time to the processing of their personal
information for purposes of direct marketing or the receipt of direct marketing through unsolicited electronic
communication.

Retention of Personal Information

We will keep beneficiaries’ and/or guardians’/caregivers’ personal information for the time period necessary to
comply with the registered rules of the Fund and all relevant laws and as set out in this privacy statement. It may
be necessary to retain some of the beneficiaries’ and/or guardians’/caregivers’ personal information beyond this
time period if we have received consent for the keeping of the information or if it is required for historical, statistical
or research purposes if appropriate safeguards are in place.

If we have to keep information for longer periods than set out above (for example if it cannot be safely destroyed),
we will only process it for purposes of storage or for purposes of proof. We will also restrict access to and
processing of such information.

Beneficiaries and/or guardians/caregivers may request that the Fund delete their personal information in our
possession or under our control. Beneficiaries and/or guardians/caregivers may also request us to destroy or
delete a record of their personal information that we are no longer authorised to retain.

A request must be sent to the Information Officer at AFFundlO@aforbes.com using the “Form 2” issued in terms
of POPIA for this process. This form can be found in Annexure A. We will as soon as reasonably practicable
correct, destroy or delete, as the case may be, the relevant information and inform the beneficiary and/or the
guardian/caregiver that we have done so. Please note that there may be lawful purposes which prohibit us from
deleting such information.


mailto:AFFundIO@aforbes.com

International Transfer of personal information

We make use of service providers who may store or process beneficiaries’ and/or guardians’/caregivers’
information outside of South Africa. We try to ensure that our service providers only operate in countries with
strong data protection laws (for example the United Kingdom or countries within the European Union), or are
contractually required to protect personal information in terms of the principles set out in POPIA.

The Information Regulator

Beneficiaries and/or guardians/caregivers may complain to the Information Regulator. Beneficiaries and/or
guardians/caregivers may submit a complaint to the Information Regulator in the prescribed manner and form
alleging interference with the protection of their personal information.

The address of the Information Regulator is as follows:

The Information Regulator (South Africa)
JD House

27 Stiemens Street

Braamfontein

Johannesburg

2001

Complaints email: complaints.IR@justice.gov.za

General enquiries email: inforeg@justice.gov.za
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Annexure A
FORM 2

REQUEST FOR CORRECTION OR DELETION OF PERSONAL INFORMATION OR
DESTRUCTION OR DELETION OF RECORD OF PERSONAL INFORMATION IN TERMS
OF SECTION 24(1) OF THE PROTECTION OF PERSONAL INFORMATION ACT, 2013 (ACT
NO. 4 OF 2013)

REGULATIONS RELATING TO THE PROTECTION OF PERSONAL INFORMATION, 2018
[Regulation 3]

Note:

1. Affidavits or other documentary evidence as applicable in support of the request may be attached.

2. If the space provided for in this Form is inadequate, submit information as an Annexure to this Form and
sign each page.

3. Complete as is applicable.

Mark the appropriate box with an “x”.

Request for:

Correction or deletion of the personal information about the data subject which is in possession or
under the control of the responsible party.

Destroying or deletion of a record of personal information about the data subject which is in
possession or under the control of the responsible party and who is no longer authorised to retain
the record of information.

A DETAILS OF THE DATA SUBJECT

Name(s) and Surname/
registered name of data
subject:

Unique identifier/
Identity Number:

Residential, postal or
business address:

Code ( )

Contact number(s):

Fax number/E-mail
address:




B DETAILS OF RESPONSIBLE PARTY

Name(s) and Surname/
registered name  of
responsible party:

Residential, postal or

business address:

Code ( )

Contact number(s):

Fax number/E-mail

address:

C INFORMATION TO BE CORRECTED/DELETED/ DESTRUCTED/DESTROYED
REASONS FOR *CORRECTION OR DELETION OF THE PERSONAL
INFORMATION ABOUT THE DATA SUBJECT IN TERMS OF SECTION 24(1)(a)
WHICH IS IN POSSESSION OR UNDER THE CONTROL OF THE RESPONSIBLE
PARTY; and/or

D REASONS FOR *DESTRUCTION OR DELETION OR A RECORD OF PERSONAL
INFORMATION ABOUT THE DATA SUBJECT IN TERMS OF SECTION 24(1)(b)
WHICH THE RESPONSIBLE PARTY IS NO LONGER AUTHORISED TO RETAIN.
(Please provide detailed reasons for the request)

Signed at this day of 20

Signature of the data subject/designated person



ALEXANDERF

Alexander Forbes Beneficiary Fund

POPIA: Storage, Retention, Deletion of Documents/Records register

Annexure C

Format Security safeguard Retention period/ minimum number of | deletion/destruction Contractual Date
Description of record/document . . Classification y 9 P . Responsibility to delete/destroy |confirmation required| contract/addendum
(Physical/Electronic) level years of retention method .
(YIN) signed
Signed registered rules (including amendments) Both Public N/A Permanent N/A Not applicable No
Copies of signed and audited Annual Financial Statements . .
submitted to ESCA Both Public N/A Permanent N/A Not applicable No
Signed and approved (by FSCA) Statutory Valuation Reports Both Public N/A Permanent N/A Not applicable No
Current PAIA Manual (submitted to SAHRC) Electronic Public N/A Permanent N/A Not applicable No
Original signed Rules (including amendments) Physical Internal Confidential Permanent N/A Not applicable No
Original minute book containing signed minutes Physical Internal Confidential Permanent N/A Not applicable No
Signed Trustee Resolutions Both Internal Confidential Permanent N/A Not applicable No
Agendas of Board meetings held Electronic Internal Confidential 7 years from date of meeting Delete Trustees. gnd Consultant_ a}nd any other Yes
recipient (e.g. administrator)
Signed Minutes of Board meetings held Electronic Internal Confidential Permanent N/A Not applicable No
Confirmation of appointment of Principal Officer Both Internal Confidential 7 years from date of appointment Shred & Delete Trustees/ Consultant/ Administrator Yes
Confirmation of Appointment of Statutory Valuator Both Internal Confidential 7 years from date of appointment Shred & Delete Trustees/ Consultant/ Administrator Yes
Confirmation of Appointment of Auditor Both Internal Confidential 7 years from date of appointment Shred & Delete Trustees/ Consultant/ Administrator Yes
Confirmation of appointment of trustees (internal and external) Both Internal Confidential 5 years from date of appointment Shred & Delete Trustees/ Consultant/ Administrator Yes
Signed agreement/application form with transferor funds Electronic Internal Confidential 10 years from date of agreement Delete Sponsor/Administrator Yes
Completed and signed Trustee registers Both Personal Information Confidential 3 years from date of completion Shred & Delete Principal Officer/Consultant Yes
Trustee FICA documents Electronic Personal Information Confidential 12 months from termination date Shred & Delete Principal Officer/Consultant Yes
Administration and other process manuals Electronic Internal Confidential No time period continuously updated N/A Not applicable No
Signed governance policies (Code .Of Conduct, IPS efc), Both Internal Confidential No time period continuously updated N/A Not applicable No
procedures, practice notes and registers
Correspondence with the Authority or any Regulatory body Electronic Internal Confidential Permanent Delete Principal Officer/Consultant Yes
) . ) ) For no longer than is necessary to achieve Principal
Correspondence with Transferor Funds Electronic Internal Confidential the purpose for which it is obtained Delete Officer/Consultant/Administrator Yes
Correspondence with Trustees Electronic Internal Confidential 5 years from date of correspondence Delete Principal Officer/Consultant/Sponsor Yes
Correspondence with beneficiaries, guardians/caregivers Both Internal Confidential For no longer than is hecessary to _ach|eve Shred & Delete Principal Officer/Administrator Yes
the purpose for which it is obtained
Correspondence with service providers Electronic Internal Confidential 12 months frorr';rcée\llti?j;f termination of Delete Principal Officer Yes
Correspondence with insurers (fidelity cover) Electronic Internal Confidential 5 years from date of correspondence Delete Principal Officer/Consultant Yes
General communication to beneficiaries, guardians/caregivers Both Internal Confidential 5 years from date of communication Shred & Delete Consultant/Administrator Yes
General communication to stakeholders Electronic Internal Confidential 5 years from date of communication Delete Principal Officer/Consultant Yes
Service provider tender documents (request for proposals), Electronic Personal Information Confidential 5 years from date of tender Delete Principal Officer/Consultant/Sponsor Yes
responses and related correspondence
Slgngd services agreements/contracts with appointed service Both Personal Information Confidential 12 months from dat_e of termination of Shred & Delete Principal Officer/Consultant/Sponsor Yes
providers provider
. . . . . . . 12 months from date of termination of . .
Signed policies with appointed asset managers Both Personal Information Confidential provider Shred & Delete Principal Officer/Consultant Yes
ilsgtrr]jgtig\::ﬁmem mandate and special investment Electronic Internal Confidential 12 months after mandate replaced Delete Consultant/Administrator Yes
Fidelity cover and professional indemnity policy Electronic Personal Information Confidential 5 years from renewal date Delete Principal Officer/Consultant Yes
Financial statements working papers Electronic Internal Confidential 10 years from date statements finalised Delete Administrator Yes
Fund valuation working papers/files etc Electronic Internal Confidential 10 years from date of EFA Delete Appointed Valuator Yes
Bank statements Electronic Personal Information Confidential 7 years from date of statement Delete Administrator Yes
Investment statements Electronic Personal Information Confidential 7 years from date of statement Delete Administrator Yes
Cash books, ledgers, journals Electronic Personal Information Confidential 7 years from date of cash book/ledger/journal Delete Administrator Yes
Dividend and interest statements Electronic Personal Information Confidential 7 years from date of statement Delete Administrator Yes
Debtor’s statements Electronic Personal Information Confidential 7 years from date of statement Delete Administrator Yes




Fund level tax returns and tax certificates Electronic Personal Information Confidential 5 years from date of returns/certificates Delete Administrator Yes
Vat returns and all related documents Electronic Personal Information Confidential 5 years from date of returns Delete Administrator Yes
Legal opinions obtained by Fund Electronic Internal Confidential Permanent Delete Principal Officer/Consultant Yes
Other Statutory returns (e.g. SARB reporting) Electronic Internal Confidential 7 years from date of return Delete Administrator Yes
Reporting to FS.CA ©g. unclalm.ed benefits) and other Electronic Personal Information Confidential 7 years from date of report Delete Administrator Yes
Regulatory bodies (e.g. Information Regulator)
Records of proceedings regarding complaints against the
Fund, including Pension Fund Adjudl(_:ator Complalnts, all Both Internal Confidential 10 years from date complaint resolved Shred & Delete Principal Officer/Consultant Yes
correspondence related thereto and final resolution
correspondence
Requests for information ito PAIA Electronic Internal Confidential 5 years from date of request Delete Information Yes
q Y d Officer/Consultant/Administrator
L Information
POPI.A rela_ted corrgspondence (requests for objections, Electronic Internal Confidential 5 years from date of request Delete Officer/Consultant/Administrator/Transf Yes
deletion of information and responses etc)
eror Fund
Records of proceedings in litigation/possible litigation matters,
including (as applicable) summons, pleadings, Both Internal Confidential 10 years from date matter settled/court order Shred & Delete Principal Officer/Consultant Yes
o A e handed down
mediation/arbitration/conciliation correspondence etc
Letter Qf co_r_lse_nt from major bejneflmarlgs'/proof or details of Both Personal Information Confidential For no longer than is necessary to _achleve Delete Administrator Yes
legal disability in respect of major beneficiaries the purpose for which it is obtained
Member Benefit statements Both Personal Information Confidential For no longer than is necessary to _ach|eve Shred & Delete Administrator Yes
the purpose for which it is obtained
Member Investment statements Both Personal Information Confidential For no longer than is necessary to _achleve Shred & Delete Administrator Yes
the purpose for which it is obtained
Termination form and related attachments (ID, bank Electronic Personal Information Confidential 5 years from date claim finalised Delete Administrator Yes
statement, etc)
All pe_rs_on_al Informa_tlon relateq to a deceased fund member, Both Personal Information Confidential For no longer than is necessary to _achleve Shred & Delete Administrator Yes
beneficiaries, guardians/caregivers the purpose for which it is obtained
V\_/lthd_rawal tax d'reCt'V?. appllc_atlons, tax directives, 1T88 Electronic Personal Information Confidential 5 years from date claim finalised Delete Administrator Yes
directives, and tax certificates issued
Withdrawal payment letters including ROT issued Both Personal Information Confidential 5 years from date claim finalised Shred & Delete Administrator Yes
Death claim form, death certificate, insurer appllcatl_on form Both Personal Information Confidential For no longer than is necessary to _achleve Shred & Delete Administrator Yes
and all related documents (ID, letters of executorship etc) the purpose for which it is obtained
Death claim investigation records, recordings, circle of
poten_t|a}| penef|_c|ary _d_ocuments,‘ correspondence with Both Personal Information Confidential For no longer than is necessary to _achleve Shred & Delete Administrator Yes
beneficiaries, disposition resolution and all payment the purpose for which it is obtained
documents
De_ath claim investigation records and documents related to Both Special Per_sonal Sensitive For no longer than is necessary to _achleve Shred & Delete Administrator Yes
children Information the purpose for which it is obtained
Death claims: Trustee resolutions Electronic Special Per_sonal Sensitive For o longer than is hecessary to _achleve Delete Administrator/Trustees Yes
Information the purpose for which it is obtained
Death claim payment letter/s including correspondence where
payment is made to a beneficiary fund or other third party as Both Personal Information Confidential 5 years from date claim finalised Shred & Delete Administrator Yes
allowed for in the Pension Funds Act
Qeath claim tax dlrectn_/e_z appllgatlons, tax directives, IT88 Electronic Personal Information Confidential 5 years from date claim finalised Delete Administrator Yes
directives, and tax certificates issued
All Personal Information related to family of a, deceased Fund Both Personal Information Confidential For no longer than is necessary to _achleve Shred & Delete Administrator Yes
Member, the purpose for which it is obtained
All Personal Information related to children in relation to a, Both Special Personal Sensitive For no longer than is necessary to achieve Shred & Delete Administrator Yes

deceased Fund Member

Information

the purpose for which it is obtained
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Annexure D

ALEXANDER FORBES BENEFICARY FUND
POPIA: Complaints Register
Date Received

. . - . . M: f . .
Complainant Complaint Description Date circulated to Board | Date response sent to IR Action taken by the IR EIE (G @ Further action required
from IR Enforcement

Final outcome Date complaint resolved




ALEXANDERFOREBES

Securing your financial well-being

Annexure E

‘ Alexander Forbes Beneficiary Fun

‘POPIA: Breach register

o Identity of the unauthorised .

Date incident reported/ - e - - e Recommendation of
Details of breach incident Number of Data Severity level Summary of investigation person who may have

or reasonable grounds

identified Subjects affected  assigned outcome and root cause  accessed or acquired personal meastres © BeiEken By measures
of breach suspected . . . Data Subjects
information (if known)

P Measures Fund to adopt to assist Date report sent to e
Proposed remediation : o o . . Date of notification
with remediation, management Board to initiate crisis

and resolution of compromise communication

Review date to report on
Response from IR and Measures to better . . e
. . S implementation of measures Date breach incident
further action required as a minimise/prevent reoccurrence Current status
s to better manage/prevent closed as resolved
result of incident
reoccurence




ALEXANDERFORB:ES Annexure F

LEXANDER FORBES BENEFICARY FUND

Register of requests made in terms of PAIA for access to information

(Section 53(1) of the Promotion of Access to Information Act, 2000 (Act No. 2 of 2000)

Name of person Relationship to Data
Date Received requesting access to | Subject or capacity in
the record which request is made

Contact details of person Particulars of person on whose
requesting access to the record behalf request is made

Reasons given (right being Request Reasons given for decision

Particulars of record requested )
q exercised) for request Granted/refused to refuse request

Date response sent




Annexure G

FORM 1

OBJECTION TO THE PROCESSING OF PERSONAL INFORMATION IN TERMS OF
SECTION 11(3) OF THE PROTECTION OF PERSONAL INFORMATION ACT, 2013
(ACT NO. 4 OF 2013)

REGULATIONS RELATING TO THE PROTECTION OF PERSONAL INFORMATION, 2018
[Regulation 2]

Note:

1. Affidavits or other documentary evidence as applicable in support of the objection may be attached.

2. If the space provided for in this Form is inadequate, submit information as an Annexure to this Form and
sign each page.

3. Complete as is applicable.

A DETAILS OF THE DATA SUBJECT (THE MEMBER)

Name(s) and Surname/
registered name of data
subject:

Unique identifier/
Identity Number:

Residential, postal or
business address:

Code ( )

Contact number(s):

Fax number/E-mail
address:

B DETAILS OF RESPONSIBLE PARTY (THE FUND)

Name(s) and Surname/
registered name of
responsible party:

Residential, postal or
business address:

Code ( )




Contact number(s):

Fax number/E-mail
address:

REASON FOR OBJECTION IN TERMS OF SECTION 11(1)(d) to (f)

(Please provide detailed reasons for the objection)

Signed at

this day of 20

Signature of the data subject/designated person





